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I. Beo R~e , cerbfy that I am an officer of 1n1ognl)I Netwo<l<.s UC 

(the company named above, herem referred lo as 'the 
company"). and acting as an agent of ltle company, that I have persooal 
koo-Medge that !he company has establi$1\ed operating procedures lhat are 
adequate to ensure compliance WTth the Commission's CPNI rules. See 47 
C F.R S: 64.2001 et seq., which 1s a subpart to implement section 222 of the 
Communications Act of 1934 as amended. 47 U.S.C. 222 

Attached to th•s certif1catlon Is an accompanying statement explaining how lhe 
company's procedures ensure that the company Is In compliance with the 
requireiments set forth In secbon 64.2001 et seq of the Commission's rules See 
anached a<;eompany1ng statement for details. 

The company hat not had to taken anv actions 1n the form of proceedings 
mstituted or peblions filed by a company at either state commissions, the court 
system. Of at tile Commiss10n against data tlrO;<ers against in the past year. 

The company understands that 11 must report on any information that it has with 
respect to the processes pretexters are using to attempt to access CPNI, and 
what steps the company is taking to protect CPNI. 

Note, the company recognizes "pretex~ng" as "the process in which personal 
information Is obllllned by fraudulent means Including Identity theft, selling 
personal data for profit, or using some other method for snooping for 
Information whose release was not authorized by the owner of the 
Information. See attached accompanying statement for details on how the 
applicant guards CPNI data against pretexting. 

[signature) 



The company has not received any customer compla•nls in tile past 
year concerning the unaulhon.?ed release o! CPNI and the company has 
rece•ved !l. number of cuslomer compla•nls received relaled to unauthonzed 
access to CPNI, or unauthonzed d•sdosure of CPNI, broken down by category or 
complaint as follows 
(1). Instances of Improper access by employees: 0 complaints 
(2). Instances of Improper disclosure lo individuals not authorized 10 

receive the lnformabon: 0 Comclalnts 
(3) Instances of improper access lo onllne lnformabon by Individuals 

not aulhonzed 10 view lhe •nformation) O Compl aints 

If •I was affirmahve, above , the company woutd have prov<ded summary of all 
customer comp/a •nts received in the past year concem.ng the unauthonzed 
release of CPNI 

The comp.any Is aware of ·1mplementat1on of the Telecommun•cations Act or 
1996: Telecommun1cat1ons earners' Use of Customer Proprietary Network 
lnlormallon and Olher Cuslomar lnformabon, IP-Enabled Services, CC Docket 
No. 96-115; WC Docket No. 04-36, Report and Order and Further No11ce of 
Proposed Rulemaklng, 22 FCC Red 6927 (2007)("EPIC CPNI Order"). See 47 
U.S.C. S: 222" 

The company unde!J!ands "47 C.F.R. S: §4.2009Cel In that ft states· 
(1). •A te:ecommunabOns earner must have an officer as an agent of the 

camer s.gn and r~e w•tll the Comm•ssaon a compliance cerbfrcate on an 
annual basis 

(2). Thal the officer musl slate on the cert1f1callon lhat he or she has personal 
knowledge lhal the company has established operating procedures that 
are adequate to ensure compliance with lhe rules 1n this subpart. 

(3). Thal the carrier must provide .a statement accompanying the certification 
explaining how Its operating procedures ensure that 1t 1s or 1s nol tn 
compliance with the rules in this subpart 

(4). That the camer must ondude .an explanatt0n of any aCIJOns ta~en aga•nst 
data bro~ers and a summary or all customer complaints received 1n the 
past year oonc.m•ng tho unauthonzed release of CPNI. 

(5). That this filing must be made annually with the Enforcement Bureau on or 
before March 1 on EB Docket No. 06-36, lor dala perta1nrng lo tile previous 
caleffiear" (7) 

Signed X ~t'M, ~-- (s1gnalure] 



Attaehed Accompanying Stattmtnt 

The following are the measures pU1 m place by the camer (hereon referred to as 
"the company") to pro1ect CPNI from pretexting The company understands that 
the lhree common types of "prelexting· are identity theft, selling personal data 
for profit without authorization by 1he owner or ualng some other method 
for snooping for Information whose release waa not authorized by the 
owner of the Information 

Pr&textmg via Identify theft 
(A). ldent<ly theft via theft of physical hardware containing CPNI Data 

Guarding Measures 
The company ut• izes pnys•caJ secun1y sUCh as lod<s and secunty 
sutve llance IO ptOtect physical hardware and limits physical access 
to authorized personr>el. Also. certa•n portable hardware such as 
laptops have security real\Jres that provide add•bonal secunty 

(B) Identify theft via hacking/virtual intrusion or systems that carry CPNI 
Guarding Measures: 
The company ublizes security software to det&et and prevent 
unauthonzed access via hacking and other virtual methods. 

II. Pretexting voa some other method ror snoopong for onformahon whose 
release was not aulhonzed by the owner 
(A). Snooptng via sooal engmeenng/ 1mpersonatoonlfalse ldentfieabon 

Guarding Measures. 
The compa~y·s customer service personnel (the md1vrdua/s most 
likely to be the tatgets of social engmeenng) have specific pohcles 
that they must follow to identify thal they are In contact with the 
owner or the CPNI data pnor to discussing or revealing CPNI. 

(BJ. Snooping by personnel nol aulhorlzed lo access data 
Guarding Measures. 
The company llm1ls access of CPNI 10 authorized personnel only 

Ill. PreteXllng by sethng CPNI for profit W•lhoul aulhonzabOn by the owner 
(A). Selling CP"lt data by the company w•th other compames 

Guard1ng Measures 
The company does not share CPNI data w11h other companies for 
markebng and profit purposes 

(B). Sharing CPNI data for profiVmarkebng purposes by lhe company 
with sister companies, subsidiaries, parent companies or )ornt 
venture en11tles 
Guarding Measures: 
See pege ~to 8 for details (items 1 10 18) 



Attached Accompanying Statement 

The rollowong llems ( 1) to ( 18) are how tile company guards CPNI against 
pretexting on the form of selling CPNI ror profit or marketing purposes by the 
company to its s1ste< companies. subsidiaries. parent companies or Jomt venture 
enbtoes but without authorizabon by the owner In the event that the company 
was to sell or share CPNI w1tll 1ts affi hated entitles ror marketing or profit 
purposes, II would stnclly abide by lhe ronowing policies In compltance with FCC 
rules as outlined in s&ctoon 222 of the Commun1ca11ons Act or 1934 as amended. 
47 U.S.C 222 !47 CF R. S. 64 2001 to 64.2011 el seq.). 

How The Company Complies with 47 C.F.R. S; §4.2001~.2011 et seq. 
( 1) The company does not enable use. d1scJosure or permit access to 

CPNI for any marketing purposes to any persons. entotoes parties 
out.side or the company wolhout lhe spec.fie consent o! the customer that 
owns the CPNI data. 

(2). 1r the company wishes to share CPNI with any subsidiaries or 
parent companies or lhe oompany and the customer only subscribes to 
only 1 category of service offered by Iha company the company 
will secure the consent of the customer proor to shar.ng that CPNI data 
with subsidlanes or parent cornpan.es of lhe company 

(3). In most cases. tile company ml go a step above and try to secure lhe 
consent of the customer to Share CPNI data Wlth subsodiilnes and parent 
companies o! the company. regardless of wtiether customer subscnbes to 
1 or more than 1 type of service offered by the company. 

(4). The company will not utilize. disclose or permit access to CPNI 
data to ldentofy or track customers that call competing service providers. 

(5). If lhe company requires customer consent For utihzing, d1sdos1ng or 
perm11t1ng access to CPNl data, the company w•ll obtain consent through 
wntten. oral °' electronic methods. 

(6). The company understands that came<s lhat rely on oral approval 
shall bear tile burden of proving lhat such approva nas been given in 

complia'"lce with the Comm1ss10n's rules 

(7) The company has a policy in which any customer approvals obtamed for 
the use, disclosing or utilization of CPNI data will remain 1n effect unhl the 
customer revokes or limits such approval or disapproval . 

J t Int 



Attached Accomoanylna Statement 

(8). For all Opt-Out and Opt-In Approval Processes uhlized by the 
Company 1n which the CPNI dala is used for marketing communlcauons 
related services to lhal customer, the company wilt make lhal customer's 
data individually Identifiable to the customer and slate the specific 
mairl<eting purppse thet CPNI would be utlhzed 

(9) Pnor to any sohotahon of the customer for approval, the 
company provides noH•cabon to the customer of the customer's nghts to 
restnct to use of. disclosure of, and access to that customer's CPNI 

(10). The company ma1nla1ns re<>J<ds ol not1ficat.on, whether oral. wnnen or 
electronic, for at least one year The company provides individual notices 
to customers wnen soliciting approval to use, disclose or permit access to 
customer's CPNI 

(11 ). In cases where the company requests CPNt release requests from 
the customer, the company includes the following in Its " Consent 
of Notice .. 
I Suffic.ent 1nrormahon to enable the customer to make an 

informed decision as to whether lo pemllt Ille company to use, 
dlsdose or permrt access to, me customers CPNI 

II Statement declanng that the customer hes a nght. and that the 
company has the duly. under federal law to protect the 
confidentiality or CPNL 

Ill Specific statement on !hat the types of lnformal1on that 
constitute CPNI (as defined In 64.2001 ) and the specific 
entitles that wlll receive the CPNI describing the purposes for 
which CPNI will be used, and inform the customer of his or her fight 
to disapprove those uses, and deny or withdraw access to CPNI at 
anyl•me. 

JV. Statement ad••s1ng I/le customer of the pr8ClS8 steps the 
customer must ta~e tn order to grant or deny access to CPNI. and 
clear statement that a <lenial ol aporoval W'll not affect the ptOV1s1on 
of any services to which the customer subscribes. The company 
also provides a brier statement, In clear and neutral language, 
describing consequences directly resulting from lhe lack of access 
lo CPNI The company's notification will be comprehensible and not 
be m1sleeding 



Attached Accompanyina Statemtnt 

(11). "Consent of Notice" (cont/nued from page 4 ... ) 
V. In cases wtlera lhe company U11h2es wnlten noltficallon. 

the no11ce will be clear, legible, suffic1enUy large type and be placed 
In an area so as to be readily apparen1 to a customer. 

VI. In the event lhal the notJficalion 1s to be lranslaled into anolher 
language. lhen all portions of the company's not1fica1ton will be 
translated Into thal language. 

VIII The company wl not ·nclude 1n the no11fication any sta1emen1 
anampting to encourage a customer to freeze th1rd-parly access to 
CPNI 

IX. The not1ficat1on will state that any approval. or denial of approval f()( 
the use of CPNI outside of the service to which the customer 
already subscnbes from the company 1s vahd until the customer 
afflrmattvely revokes or limits such approval or denial. 

X The company's sot1crta~on for approval will stale the customer's 
CPNI nghts (defined in 47 C.F .R. S: 6-4.2001 to S..2011 et seq.). 

(12). All of the company's notices speafic to Opt-Out option w •N be provided 
via eiectronic ()( wntten nobficabon. The company will not utilize purely 
ora r not1rica11on 

(13). The company must wait a m1n1mum of 30 days anerg1ving customer 
not.ice and an opportunity to opt-oul before essum1ng customer approval 
to use, disclose. or permit access to CPNI. The company may, 1n its 
discretion, provide for a longer penod for no1>f1cat1on and opportunity ror 
opt-out opt•on The company does notify customers as lo the applicable 
wa1bng penod ror response before approval is assumed The company 
also abides by the following as lar as m1n•mum wa1t1n9 period. 
I. In case& where the company u~hzes electronic notificalton, the 

Company's wa•hng per-.od begins to run from the date that the 
not•flC8tion was ma,le<f 

II. In the caS<l ol notification by ma I, the walling period shall begin to 
run on the third day lollowing the date Iha! the notification was 
mailed 

(14) The company's opt-out mechanism will provide nohces 10 the customer 
every two years 



l!-ttachtd Accompanying Statement 

(15) The company's e-mail based opl-Out noti<:es will comply W1th the following 
requirements 1n addition to the requirements generally applLcable to 
notification 
I. The company will obtain express, verlnable, prior approval from 

lhe customer 10 send notices via e·mall regarding their service In 
general. or CPNI in particular 

II. Tne company wlll allow customers 10 reply d1recUy to e-mails 
Conta1n1ng CPNI noliees in order to opt-out. 

m. Opt-out e-mail nol1CeS returned to tile company as undeliverable 
must be sent to the cuslomer Ill anotner lonn before tile company 
may consider the customer to nave received notice 

IV Camers lhal use e-matl to send CPNI notices must ensure that the 
sub1ect line or lhe message clearly and accurately identifies the 
subject mauer of the e-mail. 

V Telecommun1cat1ons carriers must make available lo every 
customer a methcid to opt-out lhat <S of no addillonat cost lo the 
customer and that ;s ava•lable 24 nours a day. seven days a week 
Came<S may salJSfy this requirement through a combmabon of 
methcids, so long as all customers have the abolaly lo opt-out at no 
cost and are able ID effectuate ltlat Chotee whenever they chooSe 

16. In terms of the company's Opt-in method. the company W111 provocle 
nolificat1on 10 obtain opt-in approval through oral, written or eleclron1c 
methods. wllh ell such me lhods complying with applicable items II sled 
pnor in this allachmenl. 

17. In One· Time Use of CPNI. the customer recognrzes that 11 may use 
oral notices to obtain limited, one-hme use of CPNI for inbound and 
outbound customer telephone contacts for the duration of the call, 
regardless of whether the company use opt-out or opHn approval 
based on the nature o• tne contact However, the company >v>ll not 
ut11tze ora1 consent and as $Uc;h, wdl uubze e•lher wntten or electronic 
not1f,cat1on and consent methods. 

Int 



Attached Accompanying Statement 

18. The company w11. ensure that all nobficat1ons ~II comply w'th the 
requirements hsted above but recogn1Zes that under FCC CPNI rules 
enable the company to omn any of the lollow1ng notice ptov•s•ons 11 not 
relevant to the l1m1ted use for which the company seeks CPNI · 

I Under the applicable FCC CPNI rules. The company recognizes 
thal 1t wlll not need to advise customers that 1r they opted-out 
previously, no action 1s needed to maintain the opt-out election. 

II. The company also recogn12es that 1t need not advlS8 customers 
that they may share CPNI w•th tile art.hates or third parties and 
need nol name !hose enLLes , 1f lhe l1m1led CPNI usage lllill not 
result 1n use by. or d•sdosure to, an alf•hate or third party; 

Ill The company recogmzes that II need not disclose the means by 
which a customer can deny or withdraw fulure access to CPNI , 
so long as the company explains to customers that the scope or 
the approval the carrier seeks Is limited to one-time use. 

IV The company recognizes that •t may omit disclosure ol the 
pr8C1$8 steps a customer must take 1n order to grant or deny 
access to CPNI. as IOng as the company clearly communicates 
that the customer can deny access to his CPNI for the call. 

JP ant 


